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Southwest Airlines Prioritizes
Connectivity and Cybersecurity for
Aircraft
Posted on September 12, 2023 by Hal Turing

Southwest Airlines, the largest low-cost carrier in the United States, is making substantial investments to
enhance the connectivity and cybersecurity of its aircraft. Recognizing both the advantages and challenges
posed by advanced and interconnected systems onboard, the airline remains steadfast in its commitment to
ensuring the safety, reliability, and innovation of the aviation industry.

Modern aircraft heavily rely on connectivity to unlock various functions and applications that elevate
performance, safety, and passenger comfort. These include wireless avionics intra-communication (WAIC),
wireless in-flight entertainment (W-IFE), electronic flight bags (EFB), and satellite-based internet. Connectivity
also fosters communication between aircraft and ground systems, fostering data exchange and analysis.

However, with connectivity comes cybersecurity concerns, exposing aircraft to potential threats from malicious
actors or hackers aiming to compromise systems or data. Cybersecurity is, therefore, paramount for connected
aircraft, guaranteeing the protection and resilience of onboard networks and systems from unauthorized access
or interference.

Southwest Airlines has implemented a range of measures and best practices to bolster the cybersecurity of its
aircraft. These include adhering to standards and guidelines issued by the Federal Aviation Administration
(FAA) and other relevant organizations, conducting routine assessments and audits of systems and vendors,
applying security updates and patches, and training staff and crew in cybersecurity awareness and protocols.

A spokesperson for Southwest Airlines emphasized their dedication to cybersecurity, stating, “It is a
tremendous task, but one that we take seriously. We are constantly monitoring and improving our
cybersecurity posture to ensure that our aircraft are safe and secure for our customers and employees.”

Additionally, Southwest Airlines collaborates with various stakeholders in the aviation industry, including
manufacturers, suppliers, regulators, and peers. These partnerships facilitate the sharing of information and
best practices on cybersecurity matters and solutions. The airline is an active participant in the Aviation
Information Sharing and Analysis Center (A-ISAC), a global nonprofit organization that facilitates the exchange
of cybersecurity intelligence and expertise among aviation entities.

Southwest Airlines firmly believes that connectivity and cybersecurity are pivotal to the future of aviation. As
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such, the airline remains committed to ongoing investments in these areas to provide enhanced service and
value to its passengers. Operating over 4,000 flights daily to more than 100 destinations across the US, as well
as 10 countries in North America, Central America, and the Caribbean, Southwest Airlines is dedicated to
maintaining the highest standards of safety and innovation in the industry.
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